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Abstract
Our healthcare systems are going through a tide of digital transformation. This is
characterised by the increasingly wide use of information and communications
technologies (ICT) in various health and care contexts. Early uses of ICT in
healthcare focused on digitalising systems that were previously managed manually.
One such example is electronic health records (EHRs) which emerged in the 1990s
and are now gradually replacing traditional paper-based records (McLoughlin et al.
2017). In addition, a flood of advanced digital technologies is being introduced
into healthcare, including artificial intelligence (AI), big data analytics, wearables,
sensors for health monitoring, mobile applications, robotics etc. With the advance
of ICT, healthcare can even extend from hospital settings to private homes. For
example, Active and Assisted Living (AAL) technologies promise to enable older
citizens to live more independently in private dwellings, reducing their needs for
caregiver interventions (Haque et al. 2020).
Due to the proliferation of ICT in health and care, health data are being
collected and processed at an unprecedented scale, with large quantities of health
data being stored in EHRs and beyond. Assistive technologies, often seen in the
forms of wearables and sensors, can also be privacy-intrusive because they manage
user's health and wellbeing status by collecting large quantities of data, such as vital
signs, daily activities data and even data of the ambient environment (Ienca and
Villaronga 2019). The explosion of health data processing creates two conflicting
needs: on one hand, the data privacy of individuals requires the prohibition or
minimisation of health data processing; on the other hand, the processing of large
quantities of health data is much needed (or even encouraged) to support scientific
research, public health management, technological development, among other
good purposes.
Privacy-enhancing technologies (PETs) hold the potential to play an
important role in reconciling these two conflicting needs by enabling the processing
of health data in a less privacy-intrusive manner. Many PETs seek to protect
privacy by de-identifying personal data such that natural persons cannot be
identified (Ribaric et al. 2016). In the healthcare sector, anonymisation and
pseudonymisation represent two groups of commonly used PETs. It should be
noted that beyond technical features, anonymisation and pseudonymisation have
specific meanings under the EU’s data protection legal regime. Rules around these
terms have been set out in legal norms, notably the General Data Protection
Regulation (GDPR) (European Parliament and Council of the European Union
2016). At the same time, they are important techniques to implement the data
protection by design principle, which have become a legal requirement in the EU
since the introduction of the GDPR (Tamò-Larrieux 2018).
Despite statutory footings set in the GDPR, the interpretation of
anonymisation and pseudonymisation remains far from undisputed. Competing
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understandings exist among normative instruments, including the Article 29 Data
Protection Working Party’s Opinion (Article 29 Working Party 2014), the
jurisprudence of the Court of Justice of the European Union, and other guidance
issued by national regulators. Beyond the legislative arena, the concept of
anonymisation is also hotly debated in academia. Finck and Pallas believe that
anonymisation process always comes with a residual risk (Finck and Pallas 2020).
Ohm claims that the notion of anonymisation and its privacy protecting power have
failed because scientists now have stronger powers to reverse the anonymisation
process (Ohm 2009). Rubinstein and Hartzog acknowledge the limitations of
anonymisation and argue that the focus should not be placed on preventing harm,
but on minimising the risk of re-identification and the disclosure of sensitive
attributes through process-based data release policy (Rubinstein and Hartzog
2016). In light of this complexity, Colonna suggests considering synthetic data as
an alternative of anonymisation to facilitate health data sharing while
acknowledging its potential short comings (Colonna 2020).
Taking a forward-looking perspective, this paper contributes to the scholarly
debate around anonymisation and pseudonymisation by extending the discussion
to the contexts of forthcoming EU data laws, with a focus on the draft European
Health Data Space (EHDS) Regulation (European Commission 2022). It makes
preliminary remarks on the role of anonymisation and pseudonymisation in the
EHDS Regulation and queries to what extent current legal definitions of
anonymisation and pseudonymisation reconcile with data sharing arrangements
proposed by this up-coming EU data regulation. This paper observes that ongoing
debates do not seem to have affected EU policy makers in affording more weight
on anonymisation and pseudonymisation. Rather, the EHDS Regulation requires
health data to be shared only on an anonymised or pseudonymised basis. It seems
therefore reasonable to expect anonymisation and pseudonymisation to play a core
role in the EU's future health data sharing framework. This paper further argues
that an EU level guidance on anonymisation and pseudonymisation in light of the
new legal framework is still much needed, such that the privacy-enhancing powers
and data sharing facilitation potentials of these techniques could be unleashed to a
greater extent.
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